Senior Identity and Access Management Engineer

You will be accountable for project consulting, policy and standards creation, and providing secure IAM
solutions to protect Bayer’s applications, infrastructure, and intellectual property across the global IT
environment.

The scope of this position covers Web Access Management, Authentication services, Authorization
services, API/Cloud Identity services and Identity Datawarehouse and analytics.

This is a hands-on position, working in an Azure environment and running IAM projects with multiple
stakeholders.

Your Tasks and Responsibilities:

Engineer, deploy and support IAM-related technologies.

Partners with other IT and Business Teams to ensure understanding of and alignment with their
business goals

Partners with stakeholders to champion Security Policies and Standards for Bayer globally
Collaboration with other IT and global functions

Drive projects and authentication efforts, and ensure implementation and transition to
operational support

Provide technical consulting to peers within Engineering team and provide guidance to support
team members.

Provide documentation for the services and strategies developed in the domain

Who You Are:

Minimum of a Bachelor’s degree, or equivalent combination of education and experience
hands-on experience with one of the main cloud providers (Azure, AWS, GCP).

Strong understanding and experience with at least one of: SAML, OAuth, Single Sign On (SSO),
Multi-Factor Authentication (MFA), Authentication and Authorization

Developer background - big plus.

Previous experience developing and administering an enterprise Identity and Access
Management and Governance platforms.

Strong Background in Information Security and associated methodologies

Ability to define the approach for and drive implementation of secure designs and
recommendations through project consulting, or project ownership

Applied experience with information security policy and standard development and
enforcement

Demonstrated ability for root cause analysis, problem solving, and resolution

Apply: hr.bil@bayer.com
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